Institute of Advance Computing
Department Name: Advance Computing (Specialization)
CHOICE BASED CREDIT SYSTEM (CBCS)
Program Structure

Effective from Academic Session: 2025-26

Program

BTech ( Computer Technology in Cyber Security & Forensic)

Program Code: B.Tech.(CT-CSF)

Year / Semester

1st Year /1 Sem

Subject wise Distribution of Marks and corresponding Credits

Admission Batch: 2025-26

Note: Industrial Internship I to be completed before start of V Semester, i.e. evaluation and credit to be added in V Semester.
## Students required to opt Open elective from the Courses offered by other institutes under group 1 in OE category

HOD IAC

Maximum Marks Allotted Hours/week
Practical/ Studio
Th 100 Mark:
cory ( arks) (50 Marks) Total
Continuous Internal Continuous Internal NTCC
S. . . . Evaluation (C[E) End Sem. Evaluation (CIE) Studio/F . Credit
No. Subject Code Category Subject Title Exam Total Llirtle M ield Credits Hours
Mid Unit (ESE) For Attendanc| 0t Work/ou
End Sem. Test/Attenda | practical |Lab e/Assignm| Marks treach
Sem. Test nce/ and Viva |Work/'W ent/
Exam (MST) Assignment/ PR Viva/Lab
(ESE) Activities Manual
1 ACTBSNLAI0IT BSC Linear Algebra 60 20 20 - - - 100 4 - - 4 4
2 ACTESNBE102T ESC Basic Electronics 60 20 20 - - - 100 4 - - |- - 4 4
Cybersecurity Fundamentals &
3 ACTPCNCF103T PCC Threat Landscape 60 20 20 - - - 00 | 3| - - 3 3
Introduction to Problem Solving
4 ACTHSNIP104T HSS & Reasoning 60 20 20 - - - 100 4 - - 4 4
5 TO BE SELECTED" OEC Open Elective-1 60 20 20 - - - 100 [ 2] - | - 4 3 3
6 ACTHSNESI101T HSS Essential Skills Development 1
60 20 20 - - - 100 2 0 0 0 2 4
Cybersecurity Fundamentals &
7 ACTPCNCF103P PCC Threat Landscape Lab - - - 30 10 10 50 - - 2 1 2
8 | ACTDSXXXXXXP psc  |Departmental Skill Enhancement) - - 30 10 0 | so | -] -4 2 4
Elective Course-I
9 ACTHSNESI01P HSS Essential Skills Development 1 - - - 30 10 10 50 o o0 4 2 4
Total 360 120 120 90 30 30 750 [19] 0 [ 10 4 0 25 32
List of Departmental Skill Enhancement Elective Course (DSEC- I) Open Elective (OE - 1)
1 ACTESNPC101P Programming in C ACTOENCBI101B* Computer Basics & Office Essentials
2 ACTESNPP102P Programming in PYTHON
3 ACTESNWP103P Web Programming




SAGE UNIVERSITY, INDORE

Institute of Advance Computing

Department Name: Advance Computing (Specialization)
CHOICE BASED CREDIT SYSTEM (CBCS)

Program Structure

Effective from Academic Session: 2025-26

Program

BTech ( Computer Technology in Cyber Security & Forensic)

Program Code: B.Tech.(CT-CSF)

Year / Semester

1st Year /II Sem

Subject wise Distribution of Marks and corresponding Credits

Admission Batch: 2025-26

Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) (50 Marks) Total
NTCC
Continuous Internal Continuous Internal Studio/F
Subject Code Category Subject Title End Evaluation (CIE) Evaluation (CIE) L P SM ield Credits | Credit Hours
Sem Unit End Sem. Exam Attendanc| otal Work/ou
© |Mid (ESE) For Practical .
Exam Test/Attenda e/Assignm| Narks treach
Sem. and Viva
(ESE) T nce/ Lab ent/
est Assignment/ Work/W | Viva/Lab
S.No. MST) | A ctivities PR Manual
1 ACTBSNCE205T BSC Calculus for Engineers 60 20 20 - - - 100 4 - - - 4 4
Computation & Logical
2 ACTPCNCL206T PCC
CTPCNC Thinking 60 20 20 - - - 100 4 0 - - 4 4
3 ACTBSNAP207T BSC Applied Physics 60 20 20 - - - 100 - 3 3
4 |  ACTPCNPC208T Python for Cybersecurity & Log | ¢, 20 20 - - - 100 | 3 - - - 3 3
PCC Analysis
5 ACTBSNAP207P BSC Applied Physics Lab - - - 30 10 10 50 - 2 1 2
6 | ACTPCNPC208P Python for Cybersecurity & Log | - - 30 10 10 50 | - 2 - - 1 2
PCC Analysis Lab
7 | ACTESNXXXXXP psc  |Pepartmental Skill Enhancement] - - 30 10 10 50 | - 4| - - 2 4
Elective Course -II ( List -1)
8 | ACTNCNUH20IN Universal Human Values and - - - 20 30 50 | o 0 4 0 2
NC Professional Ethics
9 ACTHSNES202T HSS Essential Skills Development 2 30 10 10 50 0 4 0 4 2 4
10 ACTPWNMP201IN PW Micro Project-I - - - - 20 30 50 - - - 4 2 4
Total 240 80 80 120 80 100 700 | 14 12 0 12 22 32
$ List of Departmental Skill Enhancement Elective Course (DSEEC- II)
1 ACTESNBC204P  [Basics of C/C++
2 ACTESNOJ205P  |Object Oriented Programming using JAVA
3 ACTESNPH206P  |PHP Programming
HOD IAC

Note: Industrial Internship I to be completed before start of V Semester, i.e. evaluation and credit to be added in V Semester.




SAGE UNIVERSITY, INDORE

Institute of Advance Computing

Department Name: Advance Computing (Specialization)
CHOICE BASED CREDIT SYSTEM (CBCS)

Program Structure
Effective from Academic Session: 2025-26

Program

BTech ( C

p Technology in Cyber Security & Forensic)

Program Code: B.Tech.(CT-CSF)

Year / Semester

2nd Year / III Sem

Admission Batch: 2025-26

Subject wise Distribution of Marks and corresponding Credits

Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) 50 Marks) Total
Continuous Internal Continuous Internal NTCC
Evaluation (CIE) Evaluation (CIE) . :
S Subject Code Category Subject Title End Sem. Stl,ldm/F Credits Credit
No. End Sem. L|T P SM ield Hours
Exam : Unit Exam (ESE) Total Work/ou
Mid For Practical |f o Attendance/A| Marks
(ESE) (g, Test/Attenda . a N / treach
em. / and Viva  |work/W ssignment,
Test . nee, PR Viva/Lab
(MST) Assignment/A Manual
ctivities
1 ACTPCNOS309T PCC Operating System & Security 60 20 20 - - - 100 310 0 - - 3 3
2 ACTPCNDS310T PCC Data Structure and Complexity 60 20 20 - - - 100 3 - - - - 3 3
3 ACTPENXXXXXT PEC Elective-1 60 20 20 - - - 100 310 0 - - 3 3
4 ACTPENXXXXXT PEC Elective-2 60 20 20 - - - 100 410 0 - - 4 4
5 TO BE SELECTED" OEC Open Elective-2 60 20 20 - - - 100 2| - - 4 - 3 3
6 ACTHSNES303P HSS Essential Skills Development III 20 30 50 0] 0 4 0 0 2 4
7 ACTPCNOS309P PCC Operating System & Security Lab - - 30 10 10 50 ol o 2 R R 1 2
8 ACTPCNDS310P PCC Data Structure and Complexity Lab - - 30 10 10 50 - - 2 - - 1 2
9 ACTPENXXXXXP PEC Elective-1 Lab - - 30 10 10 50 0] 0 2 - - 1 2
10 ACTESNXXXXXP ESC Departmental Skill Enhancement Elective B B 30 10 10 50 ol o 4 : . 2 4
Course-II1
1 ACTNCNEV302N NC Environmental Study & Disaster ) ) . 20 30 50 : } : } 4 0 2
Management
Total 300 100 100 120 80 100 800 | 15| O 14 4 4 23 32
Elective-1 Open Elective (OE - 2)
1 ACTPENDS301T/P |Digital System Design ACTOENPP302B** PYTHON Programing
2 ACTPENNS302T/P |Networking Tools and Fundamentals
Elective-2 List of Departmental Skill Enhancement Elective Course (DSEEC- I1I)

3 ACTPENCA303T |Cloud Architecture & Services ACTESNUS307P Unix & Shell Programming
4 ACTPENDM304T  |Discrete Mathematics & Foundation of Information Security ACTESNLN308P Linux & Networking for Security Analysts

Note: Industrial Internship I to be completed before start of V Semester, i.e. evaluation and credit to be added in V Semester.
## Students required to opt Open elective from the Courses offered by other institutes under group 2 in OE category

HOD IAC




SAGE UNIVERSITY, INDORE
Institute of Advance Computing

Department Name: Advance Computing (Specialization)

CHOICE BASED CREDIT SYSTEM (CBCS)

Program Structure

Effective from Academic Session: 2025-26

Program

BTech ( Computer Technology in Cyber Security & Forensic)

Program Code: B.Tech.(CT-CSF)

Year / Semester

2nd Year / IV Sem

Admission Batch: 2025-26

Subject wise Distribution of Marks and corresponding Credits

Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) (50 Marks) Total
Continuous Internal Continuous Internal
Evaluation (CIE) Evaluation (CIE)
NTCC .
S. . . . . . Credit
No. Subject Code Category Subject Title End Sem. Exam LlT P SM Studio/Fiel | Credits Hours

Mid (ESE) For Practical |Lab Attendance/ | Total d

Sem. Unit and Viva Work/ Assignment/ | Marks Work/outr

Test | Test/Attenda WPR Viva/Lab each

End Sem. | (MST) nce/ Manual
Exam Assignment/A
(ESE) ctivitie
1 ACTPCNRD411T PCC Relational Database Management 60 20 20 - - - 100 [3]0]o0 3 3
System
2 ACTPCNAT412T PCC Automata Theory and Computability 60 20 20 - - - 100 410 0 4 4
3 ACTPENXXXXXT PEC Elective-3 60 20 20 - - - 100 31010 3 3
4 ACTPENXXXXXT PEC Elective-4 60 20 20 - - - 100 31010 3 3
5 ACTPENXXXXXT PEC Elective-5 60 20 20 - - - 100 31010 3 3
6 ACTPCNRDA41 1P PCC Relational Database Management ; ; ; 30 10 10 s0 |o]ol2 1 2
System Lab
7 ACTPENXXXXXP PEC Elective-3 Lab - - - 30 10 10 50 0]10]2 1 2
8 ACTPENXXXXXP PEC Elective-4 Lab - - - 30 10 10 50 0]10]2 1 2
9 ACTPENXXXXXP PEC Elective-5 Lab - - - 30 10 10 50 0]10]2 1 2
10 | ACTDSXXXXXXP ESC Departmental Skill Enhancement ; ; ; 30 10 10 50 |o|ol4 2 4
Elective Course-IV
11 ACTHSNES404P HSS Essential Skills Development IV 20 30 50 0[O0 4 0 0 2 4
12 ACTPWNMP402N PW Micro Project - I - - - - 20 30 50 0]0]0 4 2 4
Total 300 100 100 150 90 110 850 [ 16| 0 | 16 0 4 26 36
Elective-3 List of Departmental Skill Enhancement Elective Course (DSEEC- 1V)
1 ACTPENBC405T/P Blockchain ACTESNEH409P Ethical Hacking & Vulnerability Assessment
2 ACTPENCN406T/P Computer Network & System Administration ACTESNAJ410P Advanced JAVA
Elective-4 Elective-5

3 ACTPENSE407T/P Software Engineering ACTPENCC409T/P Cyber Crime and Information Warfare
4 ACTPENDP408T/P Data Privacy & User Protection ACTPENST410T/P Security Threats and Modelling

Note: Industrial Internship I to be completed before start of V Semester, i.e. evaluation and credit to be added in V Semester.

## Students required to opt general elective from the Courses offered by other institutes under group 4 in GE category

HOD IAC




SAGE UNIVERSITY, INDORE

Institute of Advance Computing

Department Name: Advance Computing (Specialization)

CHOICE BASED CREDIT SYSTEM (CBCS)
Program Structure

Effective from Academic Session: 2025-26

Program BTech ( Computer Technology in Cyber Security & Forensic) Program Code: B.Tech.(CT-CSF)
Year / Semester 3rd Year / V Sem Admission Batch: 2025-26
Subject wise Distribution of Marks and corresponding Credits
Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) (50 Marks) Total
Continuous Internal Continuous Internal NTCC
S. . . . Evaluation (CIE) Evaluation (CIE) Studio/F . Credit
No. Subject Code Category Subject Title End Sem. LlT!lp SM ield Credits Hours
Mid Unit Exam (ESE) Attendan | Total Work/ou
End | ! Test/Attenda | For Practical |y, ce/Assign | Marks treach
Sem. Ten:. nce/ and Viva  lyworkw | ment/
Exam ;ISST Assignment/ PR Viva/Lab
(ESE) ( )| Activitie Manual
1 ACTPCNIOS13T PCC 10T System & Security 60 20 20 - - - 100 3010 3 3
3 ACTPENXXXXXT PEC Elective -6 60 20 20 - - - 100 3010 3 3
4 ACTPENXXXXXT PEC Elective -7 60 20 20 - - - 100 3010 0 3 3
5 ACTPENXXXXXT PEC Elective -8 60 20 20 - - - 100 [ 4] 0] 0 4 4
6 TO BE SELECTED" OEC Open Elective-3 60 20 20 - - - 100 | 2] -] - 4 - 3 3
7 ACTPCNBC514T PCC Bitcoin and Cryptocurrency 60 20 20 - - - 100 | 4| - - 0 4 4
8 ACTPCNIO513P PCC 10T System & Security Lab - - - 30 10 10 50 0[O0 ]2 1 2
10 | ACTPENXXXXXP PEC Elective -6 Lab - - - 30 10 10 50 ofo0|2 1 2
11 ACTPENXXXXXP PEC Elective -7 Lab - - - 30 10 10 50 ofo0|2 1 2
12 | AcTDSXxxxxxp | gsc | Departmental Skill Enhancement \ - - 30 10 10 50 004 2 4
Elective Course - V
13 ACTPWNIN50IN PW Internship - I 20 30 50 0f0]|O 4 2 -
Total 360 120 120 120 60 70 850 [19] 0 | 10 4 4 27 30
Elective-6 List of Departmental Skill Enhancement Elective Course (DSEEC- V)
1 ACTPENSOSIIT/P Security Operations, Monitoring & SIEM ACTESNLVSIIP Linux and Virtualization
2 ACTPENDSS512T/P Database Security & Access Control ACTESNPP512P Pig Programming
Elective-7 Elective-8
3 ACTPENDCS13T/P Distributed Computing ACTPENSC515T Secure Coding
4 ACTPENRSS514T/P Routing and Switching Administration ACTPENMAS16T Malware Analysis and Reverse Engineering
Open Elective (OE - 3)
ACTOENXXS5XXB** Technical Elective

Note: Industrial Internship II to be completed after VI semester and before start of VII Semester, i.e. evaluation and credit to be added in VII Semester.

## Students required to opt Open elective from the Courses offered by other institutes under group 3 in OE categor

HOD IAC
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SAGE UNIVERSITY, INDORE
Institute of Advance Computing
Department Name: Advance Computing (Specialization)
CHOICE BASED CREDIT SYSTEM (CBCS)

Program Structure
Effective from Academic Session: 2025-26

Program

BTech ( Computer Technology in Cyber Security & Forensic)

Program Code: B.Tech.(CT-CSF)

Year / Semester 3rd Year / VI Sem Admission Batch: 2025-26
Subject wise Distribution of Marks and corresponding Credits
Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) (50 Marks) Total
Conti I 1 Continuous NTCC
S ::ntlln u(:ls néei;;la Internal Studio/F Credit
’ Subject Code Category Subject Title valnation (CIE) End Sem. Evaluation (CIE) ield | Credits redt
No. T L|T P SM Hours
Mid Unit Exam (ESE) Attendan | Total Work/o
End Sem Test/Attenda | For Practical |Lab ce/Assign | Marks utreach
Sem. T t. nce/ and Viva |Work/| ment/
Exam ;:ST Assignment/ WPR | Viva/Lab
(ESE) ( ) Activitie Manual
1 ACTPCNDRG615T PCC Data Recovery and Analysis 60 20 20 - - - 100 310 0 3 3
2 ACTPENXXXXXT PEC Elective - 9 60 20 20 - - - 100 310 0 3 3
3 ACTPENXXXXXT PEC Elective - 10 60 20 20 - - - 100 4 0 0 4 4
4 ACTPENXXXXXT PEC Elective - 11 60 20 20 - - - 100 410 0 4 4
5 ACTPENXXXXXT PEC Elective - 12 60 20 20 - - - 100 3 0 0 3 3
6 ACTPCNDRG615P PCC Data Recovery and Analysis Lab - - - 30 10 10 50 0] 0 2 1 2
7 ACTPENXXXXXP PEC Elective - 9 Lab - - - 30 10 10 50 0 0 2 1 2
8 ACTPENXXXXXP PEC Elective - 12 Lab 30 10 10 50 0|0 2 1 2
9 | ACTESNXXXXXP ESC Departmental Skill Enhancement - - - 30 10 10 so oo 4 2 4
Elective Course - VI
10 ACTPWNMP603N PW Minor Project - 1 - - 40 60 150 00 0 12 6 -
Total 300 100 100 120 80 100 850 17 0 10 0 12 28 27
Elective-9 Elective-11
ACTPENMAG617T/P Cyber security and Evidence procedure ACTPENSS621T Secure System engineering
ACTPENIR618T/P Information Retreival ACTPENCS622T Cloud Security & Management
Elective-10 Elective-12
ACTPENHC619T Human Computer Interaction ACTPENCS623T/P Cloud Security & Zero Trust Architecture (ZTA)
ACTPENIS620T Information Security and Risk Management ACTPENDMG624T/P Data Mining & Predictive Modelling
Departmental Skill Enhancement Elective Course (DSEEC- VI)
ACTESNRP613P R - Programming
Note: Industrial Internship II to be completed after VI semester and before start of VII Semester, ACTESNADG614P Advance Digital Forensic Tools

i.e. evaluation and credit to be added in VII Semester.

HOD IAC
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SAGE UNIVERSITY, INDORE

Institute of Advance Computing

Department Name: Advance Computing (Specialization)

CHOICE BASED CREDIT SYSTEM (CBCS)
Program Structure

Effective from Academic Session: 2025-26

Program

BTech ( Computer Technology in Cyber Security & Forensic)

Program Code: B.Tech.(CT-CSF)

Year / Semester

4th Year / VII Sem

Admission Batch: 2025-26

Subject wise Distribution of Marks and corresponding Credits

Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) (50 Marks) Total NTCC
Continuous Internal Continuous Internal Studio/F
S. Subject Code Category Subject Title Evaluation (C‘IE) End Sem. Evaluation (CIE) eld Credits Credit
No. Unit L P SM  (Work/ou Hours
Mid Exam (ESE) Attendance/ | Total
End Test/Attenda . Lab X treach

Sem. Sem. nee/ For Pra?tlcal Work/W Ass]gnment/ Marks

Exam | Test Assignment/ and Viva PR Viva/Lab

@&SE)|MST) | Activitie Manual
1 ACTPCNWM716T PCC Wireless & Mobile Security 60 20 20 - - - 100 3 0 3 3
2 ACTPENXXXXXT PEC Elective - 13 60 20 20 - - - 100 0 4 4
3 ACTPENXXXXXT PEC Elective - 14 60 20 20 - - - 100 3 0 3 3
5 ACTPENXXXXXT PEC Elective - 15 60 20 20 - - - 100 4 0 4 4
6 ACTPCNWM716P PCC Wireless & Mobile Security Lab| - - - 30 10 10 50 0 2 1 2
7 ACTPENXXXXXP PEC Elective -14 Lab - - - 30 10 10 50 0 2 1 2

Departmental Skill
8 ACTPENXXXXXP ESC Enhancement Elective Course - - - - 30 10 10 50 0 4 2 4
VI
9 ACTPWNIN702N PW Internship - I - - - 40 60 50 0 8 4 -
Total 240 80 80 90 70 90 600 | 14 8 0 8 22 22
Elective-13 $ List of Departmental Skill Enhancement Elective Course (DSEEC- VII)
1 ACTPENPR725T Pattern Recognition ACTESNML715P  |Matlab
2 ACTPENSD726T Steganography & Digital water marking ACTESNGP716P Go Programming
Elective-14 Elective-15
ACTPENAI727T/P Al & GenAl in Cybersecurity 5 ACTPENDA729T  |Data Analytics
ACTPENCS728T/P Cyber Security Threats and Counter Measure ACTPENIO730T  |loT Privacy and Security Solutions

*Certification Program from the industry will be considered for internship- II

HOD IAC




SAGE UNIVERSITY, INDORE
Institute of Advance Computing
Department Name: Advance Computing (Specialization)
CHOICE BASED CREDIT SYSTEM (CBCS)
Program Structure
Effective from Academic Session: 2025-26

Program BTech ( Computer Technology in Cyber Security & Forensic) Program Code: B.Tech.(CT-CSF)
Year / Semester 4th Year / VIII Sem Admission Batch:2025-26
Subject wise Distribution of Marks and corresponding Credits
Maximum Marks Allotted Hours / Week.
Practical/ Studio/ NTCC
Theory (100 Marks) (50 Marks) Total
NTCC
C0ntinu0}ls Internal Continuorls Internal Studio/F )
1\?(; Subject Code Category Subject Title Evaluation (CIE) End Sem. Exam Evaluation (CIE) Llitle SM ield Credits f{iid;st
) Unit (ESE) For Attendan | Total Work/ou
End [Mid Sem. | Test/Attenda [ Ppractical and |Lab ce/Assign | Marks treach
Sem. |Test nce/ Viva Work/W | ment/
Exam ((MST) Assignment/ PR Viva/Lab
(ESE) Activitie Manual
1 ACTPWNPC804N PW Project & Case Studies - - - 40 60 100 ofO0] 0 24 12 -
Total 40 60 100 oOfo01]O0 - 24 12 0
Offered Credit Summary Legends
Semester B.Tech. Computer Tech. (CSF) L= Lecture 1Hr 1CR
1 25 T= Tutorial 1 Hr 1CR
11 22 P=Practical 2 Hr 1CR
11 23 S= Studio 1 Hr 1.5CR
vV 26 NTCC = Non Teaching Credit Course NA NA
\Y 27 MOOC (M)/Blended MOOC (BM) 2 Hr 1CR
VI 28 SM=Self learning MOOC 2 Hr 1CR
VII 22
VIII 12 Notes: MOOCS will get credits by SWAYAM or NPTEL Certificates
Total 185

HOD IAC




SAGE UNIVERSITY, Indore

Summary of Curriculum BOS-25 Session 2025-26
Institute Name: Institute of Advance Computing
Department Name : Advance Computing (Specialization)

Program Name :BTech ( Computer Technology in Cyber Security & Forensic)

Semester | HSS BSC ESC PCC PEC OEC PW NC Total

I 8 4 6 4 3 25

II 2 8 2 8 2 0 22

III 2 2 8 8 3 0 23

IV 2 2 8 12 2 26

A% 2 8 12 3 2 27

VI 2 4 16 6 28
VII 2 4 12 4 22
VIII 12 12
Total 14 12 18 44 60 9 28 0 185




