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Abstract 
 

Social media is becoming increasingly popular for news consumption due to its easy access, fast 

dissemination, and low cost. However, social media also enables the wide propagation of “fake news,” 

i.e., news with intentionally false information. Fake news on social media can have significant negative 

societal effects. Identifying and mitigating fake news also presents unique challenges. To tackle these 

challenges, many existing research efforts exploit various features of the data, including network 

features. In essence, a news dissemination ecosystem involves three dimensions on social media, i.e., a 

content dimension, a social dimension, and a temporal dimension. In this chapter, we will review 

network properties for studying fake news, introduce popular network types, and propose how these 

networks can be used to detect and mitigate fake news on social media. 

 

Introduction 
 

Social media has become an important means of large-scale information sharing and communication 

in all occupations, including marketing, journalism, public relations, and more [35]. The reasons for this 

change in consumption behaviors are clear: (1) it is often faster and cheaper to consume news on social 

media compared to news on traditional media, such as newspapers or television; and (2) it is easier to 

share, comment on, and discuss the news with friends or other readers on social media. However, the 

low cost, easy access, and rapid dissemination of information of social media draws a large audience and 

enables the wide propagation of “fake news”, i.e., news with intentionally false information. Fake news 

on social media is growing quickly in volume and can have negative societal impacts. First, people may 

accept deliberate lies as truths [17]; second, fake news can change the way people respond to legitimate 

news; and finally, the prevalence of fake news has the potential to break the trustworthiness of the 

entire news ecosystem. In this chapter, we discuss recent advancements—based on a network 

perspective— for the detection and mitigation of fake news. Fake news on social media presents unique 

challenges. First, fake news is intentionally written to mislead readers, which makes it nontrivial to 

detect simply based on content. Second, social media data is large scale, multimodal, mostly user 

generated, sometimes anonymous and noisy. Third, the consumers of social media come from different 

backgrounds, have disparate preferences or needs, and use social media for varied purposes. Finally, the 

low cost of creating social media accounts makes it easy to create malicious accounts, such as social bots, 

cyborg users, and trolls, all of which can become powerful sources for proliferation of fake news. The 

news dissemination ecosystem on social media involves three dimensions (Fig. 1), a content dimension 

(“What”), a social dimension (“Who”), and a temporal dimension (“When”). The content dimension 

describes the correlation among news pieces, social media posts, comments, etc. The social dimension 

involves the relations among publishers, news spreaders, and consumers. The temporal dimension 

illustrates the evolution of users’ publishing and posting behaviors over time. As we will show, we can 

use these relations to detect and mitigate the effects of fake news. 
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Detection of fake news can be formalized as a classification task that requires feature extraction and model 

construction. Recent advancements of network representation learning, such as network embedding and 

deep neural networks, allow us to better capture the features of news from auxiliary information such as 

friendship network, temporal user engagements, and interaction networks. In addition, knowledge 
 
networks as auxiliary information can help evaluate the veracity of news through network-matching 

operations such as path finding and flow optimization. For mitigation, the aim is to proactively block target 

users or start a mitigating.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1 The information dimensions of the news dissemination ecosystem 
 

campaign at an early stage. We will show that network diffusion models can be applied to trace the 

provenance nodes and provenance paths of fake news. In addition, the impact of fake news can be 

assessed and mitigated through network estimation and network influence minimization strategies. We 

begin, then, with an introduction to network properties. 

 

2 Network Properties 
 

In this section, we outline the potential role of network properties for the study of fake news. First, 

users form groups with like-minded people, resulting in what are widely known as echo chambers. 

Second, individual users play different roles in the dissemination of fake news. Third, social media 

platforms allow users to personalize how information is presented to them, thus isolating users from 

information outside their personalized filter bubbles. Finally, highly active malicious user accounts 

become powerful sources and proliferators of fake news. 

 

2.1 Echo Chambers 
 

The process of seeking and consuming information on social media is becoming less mediated. Users on 

social media tend to follow like-minded people and thus receive news that promotes their preferred, existing 

narratives. This may increase social polarization, resulting in an echo chamber effect [2]. The echo chamber 

effect facilitates the process by which people consume and believe fake news based on the following 

psychological factors [17]: (1) social credibility, which means that people are more likely to perceive a source 

as credible if others perceive it as such, especially when there is not enough information available to assess 

the truthfulness of that source; and (2) frequency heuristic, which means that consumers may naturally favor 

information they hear frequently, even if it is fake news. In echo chambers, users share and consume the same 

information, which creates segmented and polarized communities. 

 

2.2 Individual Users 
 

During the fake news dissemination process, individual users play different roles. For example: (1)  
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persuaders spread fake news with supporting opinions to persuade and influence others to believe it;  
 
(2) gullible users are credulous and easily persuaded to believe fake news; and (3) clarifiers propose 

skeptical and opposing viewpoints to clarify fake news. Social identity theory [31] suggests that social 

acceptance and affirmation is essential to a person’s identity and self-esteem, making persuaders likely to 

choose “socially safe” options when consuming and disseminating news information. They follow the norms 

established in the community even if the news being shared is fake news. The cascade of fake news is driven 

not only by influential persuaders but also by a critical mass of easily influenced individuals [7], i.e., gullible 

users. Gullibility is a different concept from trust. In psychological theory [20], general trust is defined as the 

default expectations of other people’s trustworthiness. High thrusters are individuals who assume that people 

are trustworthy unless proven otherwise. Gullibility, on the other hand, is insensitivity to information 

revealing untrustworthiness. Reducing the diffusion of fake news to gullible users is critical to mitigating fake 

news. Clarifiers can spread opposing opinions against fake news and avoid one-sided viewpoints. Clarifiers 

can also spread true news which can: (1) immunize users against changing beliefs before they are affected by 

fake news; and (2) further propagate and spread true news to other users. 

 

2.3 Filter Bubbles 
 

A filter bubble is an intellectual isolation that occurs when social media websites use algorithms to 

personalize the information a user would want to see [16]. The algorithms make assumptions about user 

preferences based on the user’s historical data, such as former click behavior, browsing history, search 

history, and location. Given these assumptions, the website is more likely to present information that 

will support the user’s past online activities. A filter bubble can reduce connections with contradicting 

viewpoints, causing the user to become intellectually isolated. A filter bubble will amplify the individual 

psychological challenges to dispelling fake news. These challenges include: (1) Naïve Realism [33]: 

consumers tend to believe that their perceptions of reality are the only accurate views, while others who 

disagree are regarded as uninformed, irrational, or biased; and (2) Confirmation Bias [15]: consumers 

prefer to receive information that confirms their existing views. 

 

2.4 Malicious Accounts 
 

Social media users can be malicious, and some malicious users may not even be real humans. 

Malicious accounts that can amplify the spread of fake news include social bots, trolls, and cyborg users. 

Social bots are social media accounts that are controlled by a computer algorithm. The algorithm 

automatically produces content and interacts with humans (or other bot users) on social media. Social 

bots can be malicious entities designed specifically for manipulating and spreading fake news on social 

media. Trolls are real human users who aim to disrupt online communities and provoke consumers to an 

emotional response. Trolls enable the easy dissemination of fake news among otherwise normal online 

communities Finally, cyborg users can spread fake news in a way that blends automated activities with 

human input. Cyborg accounts are usually registered by a human as a disguise for automated programs 

that are set to perform activities on social media. The easy switch between humans and bots offers the 

cyborg users unique opportunities to spread fake news. 

 

3 Network Types 
 

In this section, we introduce several network structures that are commonly used to detect and mitigate 

fake news. Then, following the three dimensions of the news dissemination ecosystem outlined above, we 

illustrate how homogeneous and heterogeneous networks can be built within a specific dimension and 

124 

The SAGE Journal Of Innovative Research In ComputingThe SAGE Journal Of Innovative Research In Computing.               Volume : 1
                                                                                                                      Issue : 1



 

3.1 Homogeneous Networks 
 

Homogeneous networks have the same node and link types. As shown in Fig. 2, we introduce three 

types of homogeneous networks: friendship networks, diffusion networks, and credibility networks. 

Each of these types is potentially useful in detecting and mitigating fake news. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 2 Homogeneous networks. Three types of homogeneous networks are illustrated: (a) friendship 

network, (b) diffusion network, and (c) credibility network. Node u indicates a user, and s represents a 

social media post 

 

3.2 Heterogeneous Networks 
 

Heterogeneous networks have a different set of node and link types. The advantages of heterogeneous 

networks are the abilities to represent and encode information and relationships from different perspectives. 

During the news dissemination process, different types of entities are involved, including users, the social 

media posts, the actual news, etc. Figure 3 shows the common types of heterogeneous networks for analyzing 

fake news: knowledge networks, stance networks, and interaction networks. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 3 Heterogeneous networks. Three types of heterogeneous networks are illustrated: (a) knowledge 

network, (b) stance network, and (c) interaction network. Node o indicates a knowledge entity, v 

represents a news item, and p means a news publisher 
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4 Fake News Detection 
 

Fake news detection evaluates the truth value of a news piece, which can be formalized as a 

classification problem. The common procedure is feature extraction and model construction. In feature 

extraction, we capture the differentiable characteristics of news pieces to construct effective 

representations; based on these representations, we can construct various models to learn and 

transform the features into a predicted label. To this end, we introduce how features and models can be 

extracted and constructed in different types of networks. 

 

4.1 Interaction Network Embedding 
 

Interaction networks describe the relationships among different entities such as publishers, news 

pieces, and users. Given the interaction networks, the goal is to embed the different types of entities into 

the same latent space, by modeling the interactions among them. We can leverage the resultant feature 

representations of news to perform fake news detection. 

 

4.2 Temporal Diffusion Representation 
 

The news diffusion process involves abundant temporal user engagements on social media [21, 25, 

34]. The social news engagements can be defined as a set of tuples E = ei to represent the process of how 

news items spread over time among m users in U = {u1, u2, . . . , um}. Each engagement ei = {ui, ti, si } 

represents that a user ui spreads news article at time ti by posting si . As shown in Fig. 4, the information 

diffusion network consists of two major parts of knowledge: (1) temporal user engagements and (2) a 

friendship network. For example, a diffusion path between two users ui and uj exists if and only if (1) uj 

follows ui ; and (2) uj posts about a given news only after ui does so. 

 

4.3 Friendship Network Embedding 
 

News temporal representations can capture the evolving patterns of news spreading sequences. However, 

we lose the direct dependencies of users, which plays an important role in fake news diffusion. The fact that 

users are likely to form echo chambers strengthens our need to model user social representations and to 

explore its added value for a fake news study. Essentially, given the friendship network GF , we want to learn 

latent representations of users while preserving the structural properties of the network, including first-

order and higher-order structure, such as second-order structure and community structure. For example, 

Deepwalk [19] can preserve the neighborhood structure of nodes by modeling a stream of random walks. In 

addition, LINE [30] can preserve both first-order and second-order proximities. Specifically, we can measure 

the first-order proximity by the joint probability distribution between the user ui and uj. 

 

4.4 Knowledge Network Matching 
 

In this section, we focus on exploiting knowledge networks to detect fake news. Knowledge networks 

are used as an auxiliary source to fact-check news claims. The goal is to match news claims with the facts 

represented in knowledge networks. 

 

5 Fake News Mitigation 
 

Fake news mitigation aims to reduce the negative effects brought by fake news. From a network analysis 

perspective, the goal is to minimize the scope of fake news spreading on social media. To achieve this, key 

spreaders of fake news need to be discovered such as provenances and persuaders. In addition, estimating 

the potential population affected by a fake news is useful for decision-makers to mitigate otherwise 
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influential fake news. Moreover, choosing specific users to block the cascade of fake news, and even to 
start mitigation campaigns to immunize users are required to minimize the influence of fake news. 

 

Summary 
 

This chapter presents some recent trends in studying fake news on social media via network analysis. 

During fake news dissemination, different entities are involved that can be categorized into content, 

social, and temporal dimensions. In addition, the inherent network properties motivate and strengthen 

the needs to perform network analysis to study fake news. The dimensions of fake news dissemination 

reveal mutual relations and dependencies that can form different types of networks. Based on these 

networks, we introduce some representative methods to demonstrate how to perform fake news 

detection and mitigation. 
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